
Message from AIC Deputy CEO, Noel Cheah

Dear all,

COVID-19 is accelerating the digital transformation of business, especially retail, education and healthcare. While the digital leap
confers benefits and convenience to us, it has also increased our systems’ exposure and susceptibility to malicious cyber threats. The
recent cyber-attack on SolarWinds that affected the world’s supply chain networks is strong testament to how a compromised third
party could cause vulnerability to our systems. It is also a grim reminder to us of the importance of cybersecurity. While organizations
persist relentlessly in ensuring the integrity and effectiveness of their cyber security systems, all of us as individual system users have
an important part play in reinforcing these systems’ safeguards. We all need to be aware, vigilant and compliant. The cyber battle is a
perpetual one that mandates a continuous and sustained effort from all of us.

There has been an increasing trend in data incidents occurring within Government agencies. A Smart Nation and Digital Government
Office (SNDGO) report showed a total of 75 data incidents in FY2019, a 47% increase over the previous year. Data breaches, COVID-19
themed phishing and ransomware attacks continue to make headlines in the news. The healthcare sector is an especially attractive
target for hackers because we have access to sensitive personal data of our clients and patients which are necessary for our work.

The majority of incidents reported were attributable to human actions or errors, for example, emailing of sensitive data to the wrong
recipients and misplacing IT equipment containing sensitive data. A common breach was and still is the failure to adhere to prescribed
practices for securing data despite constant reminders. The irony is that most of these are actually preventable breaches. Our worry is
that these occurrences are probably due to complacency and possibly even negligence. All it takes is one person to slip up to jeopardise
put an entire organisation. Hence, it is essential that awareness and compliance become second nature to us.

Technology is certainly an important and indispensable enabler in our work and also our daily lives. We have no choice but to learn
how to use it not only effectively but also securely and safely. Cyber risk is inevitable as we increase our digital footprint, but that
should not stymie our efforts in the digital economy space. This simply means that we have to be even more vigilant in safeguarding
the confidentiality and integrity of our systems and data so as to ensure business continuity. Cybersecurity should be integrated into
every aspect of an organisation – technology, processes and culture and it should happen continuously. We will be better able to
manage it if we understand the risks and appreciate the value of our organization’s cyber security policies and practices.

Everyone has a role to play in creating a safer and more secure cyberspace. Adopt good cyber hygiene habits as an individual and make
the effort to better secure your assets and data at work. Take care and stay Cyber Safe!

Key Highlights In This Issue

In this issue of CyberCare, learn about developments in cybersecurity
regulations and recap the three foundational information security principles.
Catch up on recent cyber headlines and causes of data breaches and pick up
some cyber hygiene tips and measures. Also, as QR codes become ubiquitous
in our everyday lives, learn about this convenient code’s history and security
risk.

To gear up your organisation’s awareness capabilities, download cyber
posters and screen savers via AIConnect and let us know if you would like to
attend cybersecurity training workshops in Q2 2021 (page 2).
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To promote cyber security awareness, we have
designed cyber security posters and
screensavers for you to disseminate within
your organisation. Please access these
resources via AIConnect:

AIConnect> Useful Guides > Guidelines and Policies > 

Community Care Advisories > Advisories > Cyber Security

Update on Cybersecurity Awareness Training

Regulatory Development of Cybersecurity

CYBERCARE QUARTERLY E-BULLETIN –01/2021

In Singapore, there are several legislations that govern cybersecurity: 

Cybersecurity Tips #1:

Computer Misuse ActPersonal Data Protection Act 
(PDPA)

Cybersecurity Act

Å Thisact makesprovisionsfor securingcomputer

material against unauthorized access or

modificationandformattersrelatedthereto.

Å Misusingcomputermaterials,makingunauthorized

access or modificationto computermaterials

constitutesa violationof theActandis subjectto

legalpunishment.

Å For more details, refer to Computer Misuse Act in 

SG Statutes Online 

(https://sso.agc.gov.sg/Act/CMA1993)

ÅThis act governs the collection,use and

disclosureofpersonaldatabyorganisations.

ÅFor more details, refer to PDPC website

(https://www.pdpc.gov.sg)

ÅPublic healthcareis classified as Critical

InformationInfrastructure(CII) which must

complywithCyberSecurityAct2018.

ÅFor more details, refer to Cybersecurity Act in SG 

Statutes Online 

(https://sso.agc.gov.sg/Act/CA2018)

AIC can help enhance your organisation’s cyber security capabilities. We facilitate  cybersecurity 

awareness training and support you with cyber resources to raise security awareness within your 

organisation.

Cyber Security Workshops Cyber Security Posters/Screen Savers

We are planning more cyber security
workshops and table-top exercise
training for you in Q2 2021.
If you are interested to attend,
please indicate your interest by
scanning the QR code below.

https://sso.agc.gov.sg/Act/CMA


Cyber Security Headlines
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Stay up to date on recent cyber news and trends try out these cyber hygiene tips!

SolarWinds, IT firm at centre of global hack saysfewer
than 18,000customerscompromised

SolarWinds said that “fewer than 18,000 of its customers had
downloaded a compromised software update which allowed
suspected Russian hackers to spy on global businesses and
governments unnoticed for almost 9 months”.
14 Dec 2020, CNA

Good Security Practice

¶   Resetyour password immediately 

once you know system has been 

compromised 

Policewarn againstphishing scamthat usesfake Pizza
Hut advertisements

Police warned members of the public of a phishing scam involving a
fake advertisement for fast food chain Pizza Hut. After victims clicked
on the URL embedded in the advertisement, they were directed to a
fake Pizza Hut website where they were purportedly deceived into
placing their pizza orders and providing their banking details and
one-time passwords (OTP) for payment.

29 Nov 2020, CNA

Eatigoreports data breach,personaldata from customer
accountslisted for saleonline
31 Oct2020, TheST

Lazadasuffers data breach; personal information from
1.1 million Redmartaccountsfor saleonline
30 Oct2020, CNA

Steps to Secure Systems

Å Administrators should review the 

logs and monitor networksand 

systems for any suspicious activity

Å Checkconnected systems for signs 

of compromise and persistence 

mechanisms

Å Resetcredentials

Good Security Practice

Å Bewary of URL links provided in 

unsolicited advertisements and text 

messages, especially those sharing 

deals that seem too good to be true

Å Always verify the authenticity of the 

information with the official website 

or official sources 

Å Never disclose personal or Internet 

banking details and OTP to anyone

Å Report any fraudulent transaction 

involving your e-payment accounts 

to the e-payment service provider 

immediately

Footagefrom ‘50,000’home camerashacked
andsoldon porn sites.

12 Oct2020, asiaone.com

Good Security Practice

¶ Usean Internet Protocol (IP) camera 

from a trusted brand offering reliable 

security features 

Å Update the software for the IP camera as 

soon as it is available

Å Use a strong password, and change it 

regularly.Do not use the default 

password that came with the IP camera. 



Information Security Principles 
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Cybersecurity Tips #1:

Use Long and Strong Password or Passphrase

Understand the significance of the three foundational information security 
principles: Confidentiality, Integrity and Availability 

the need to protect 
sensitive 

information while 
still providing 

access

Confidentiality

the processes and 
tools for 

maintaining the 
accuracy and 

trustworthiness of 
data

Integrity

the guarantee of 
reliable and 

constant access to 
network, system, 
application and 

data

Availability

Violations

Countermeasures

Ådirect attacks to 
systems to steal or 
tamper with data

Åelectronic 
eavesdropping 

Åescalation of system 
privileges 

Åhuman error 
Å failure to protect 

passwords
Å sharing of user 

accounts 

Åmodifying or 
configuring files

Å changing system 
logs to evade 
detection 

Åhuman error
Å coding errors
Å inadequate policies 

& procedures 

Åhardware or 
software failure

Åpower failure 
Ånatural disasters 
Åhuman error 
Ådenial-of-service-

attack

Ådata classification 
and labeling

Å strong access 
controls 

Åencryption of data 
in process, in transit 
and in storage

Å remote wipe 
capabilities

Åadequate education 
and training for all 
individuals with 
access to data

Åencryption 
Åhashing
Ådigital signatures
Ådigital certificates
Å intrusion detection 

systems
Åversion control, 
Å strong 

authentication 
mechanism &  
access controls

Å redundancy (in 
servers, networks, 
applications and 
services)

Åhardware fault 
tolerance

Å regular software 
patching and 
system upgrades

Å regular backups
Å comprehensive 

disaster recovery 
plans

Ådenial-of-service 
protection solutions



Protect Your Organisation From Data Breaches
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#2 Perform antivirus scans

regularly, and keep antivirus
software updated with the
latest malware signature files.

Weak/Stolen Passwords

Cybersecurity Tips #2:

Do not assume a link is safe to click on without verifying it 

first

Unpatched Vulnerabilities

Phishing

Insider Threats

#4 Update systems, software

and applications to patch
existing vulnerabilities

#1 Limit privileged access to

authorized personnel. This
reduces the risk of privileged
account abuse or compromise.

#6 Encrypt important or

sensitive data so that even if
the encrypted data is
stolen/leaked, the damage is
limited. Sensitive data should
not be publicly accessible or left
unencrypted.

#3 Monitor databases for

suspicious activities, such as
unauthorized copying or
exfiltration of Personally
Identifiable Information (PII) or
important business data

#5 Maintain an updated

backup of all the important
data to facilitate restoration in
the event of a ransomware
attack, or a data breach
resulting in data loss. The
backup should be stored offline
and not connected to the
enterprise network

#7 Conduct security awareness

training for employees to learn
good cyber hygiene practices
such as proper management of
important data, and identifying
of phishing emails

#8 Develop a data security

plan specific to the company’s
context that outlines how
sensitive company data should
be used, and how to destroy
data that is no longer needed.

There has been an increase in the number of reports of data breaches globally. The impact can 
be severe as customer or patient data are leaked, resulting in a loss of trust or reputation for 
the organization. Learn the common cause of data breaches and cybersecurity measures you 

can adopt to reduce the risk.



Data Breaches Response Plan
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Conduct an internal 
investigation to 
determine how the 
data breach occurred. 
Businesses may wish to 
consider engaging the 
professional services of 
a vendor if the data 
breach occurred as a  
result of an intrusion 
into the company’s 
system, so as to 
properly clean up and 
remediate the breach

Besides preventive measures, organization should also develop a data breach response plan 
encompassing both administrativeand containment/recovery actions if a breach is detected.

Cybersecurity Tips #3:

Pause, Think before you Act (PTA)

Lodge a police report if 
criminal activity (such as 
hacking or theft) is suspected. 

Contact your affected 
customers, if any, to 
take steps to secure
their accounts.

If you believe your employees’/customers’
PII data was compromised, report the 
incident to the Personal Data Protection  
Commission (PDPC). PDPC has also 
developed a guide to manage data breach.

AdministrativeActions

Containment or
RecoveryActions

Perform an antivirus scan 
to detect and remove any 
malware in the systems, 
patch all systems and 
software.

If necessary, restore your 
system to a clean backup, 
and/or rebuild the 
compromised system.

Monitor the database and 
systems for any further 
suspicious activities.

Develop a crisis communications plan to
communicate how the company is 
managing the data breach.
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Know your QR Codes

QR codes should be familiar to everyone by now, but did you know that they
come with own set of security risks? QR codes can lead to malicious websites
and URLs that can download malware to your devices. Read up on these Dos
and Don’ts to learn how to use QR codes safely!

What does QR stand for? 

It stands for “Quick
Response” as it allows
users to access
information instantly.

History of the QR code 

The first QR code system was invented in 1994 by
Japanese company Denso Wave, a subsidiary of
Toyota. They needed a way to accurately track
vehicles and parts during manufacturing. To achieve
this, they looked to develop a type of barcode that
could encode kanji, kana and alphanumeric
characters.

FACTS



Easy Steps to Stay Cyber Safe
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